«OCTOPOKHO, MOIIICHHUKH »

B ycnoBusix pazButus nudpoBoil SKOHOMUKH, JIEKTPOHHBIX TIATEKHBIX CUCTEM
MEPCOHAIBHBIX JJIEKTPOHHBIX YCTPOHUCTB U VHTEpHETA CTPEMHUTENIBHO BO3POCIO
KOJIMYECTBO COBEPILIECHHBIX C UX UCMOJb30BAHUEM MPECTYTICHUIA.

CoBepIIeHUIO JTaHHON KaTerOpUM MPECTYIUICHHH CIOCOOCTBYIOT JOBEPUYHUBOCTH
TpaXJaH, HEIOCTaTOYHAsS WX OCBEIOMJICHHOCTh W TMPEHEOPESKHUTEIHHOE OTHOIICHUE
K 2JIEMEHTapHBIM MpaBUiIaM O€30MaCHOCTH.

JInsg  mpenynpekIeHus MPOTUBOIPABHBIX JEHUCTBUM 10 JIHUCTAHIMOHHOMY
XUIIEHUIO JICHEKHBIX CPEJICTB BAXKHO 3alIOMHUTH CJIEAYIOIIEE.

Cotpynuuku 0aHka o TenedoHy WM B JIEKTPOHHOM MHUChME HE 3aIlpalliBaloT:

® [IEpCOHAJIbHBIE CBEJCHUS (Cepus U HOMEp IMaclopTa, aapec PErucTpaluu,

UM U (haMuIns BIIAJENblla KapThl);

® pekBHU3UTHI, cpok aAeicTBus, [IMH- u CVV-koabl 0aHKOBCKUX KapT;

e maposu Wik kojel U3 CMC-cooOiieHuil sl MOATBEPXKIeHUS (PUHAHCOBBIX

orepanui Uil uX OTMEHBI,

® JIOTHH U NapoJjb JJIS BXO/a B JIMYHBIM KAOMHET KIMEeHTa OaHKa.

CoTpynHuku 0aHKa TaKXKe He MpeJyiaraiT:

® YCTAaHOBHUTh MPOrpPaMMBbl YJAJEHHOIO JOCTyna (KWW UHBIE CTOPOHHUE
MPUJIOKEHUS) HA MOOMJIBHOE YCTPOWCTBO U Pa3pelIUTh MOAKIIOUCHUE K HUM
Mo/ MPEIJIOrOM TEXHUUECKOHN MOAIECPKKHU (HapuMep, y1aJieHUEe BUPYCOB);

e repeitu no ccbuike n3 CMC-coobteHus;

® BKIIOYUTH IIepeajipecanuio Ha TenedoHE KIUEHTa IS COBEpIUICHUS
B JJaJIbHEHIIIEM 3BOHKA OT €r0 UMEHU B OaHK;

® [I0J] UX PYKOBOACTBOM II€PEBECTU JIsi COXPAHHOCTHU JICHEKHBIE CpPEIICTBA
Ha «3alUIIEHHBIC» WU «0€e30MacHbIe» CUETa,

e 3aliTh B OHJIaH-KaOuHET 10 cchbutke u3 CMC-coobmeHuss uiau IeKTPOHHOTO
MUChMa.

bank MoxeT MHUIMUpPOBaTh OOIIEHHE C KIMEHTOM TOJIBKO JJISI KOHCYJIbTalun
0 MPENOCTaBIsAEMbIM yciayraMm. IIpyw 3TOM 3BOHKM COBEpLIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOM CTOpPOHE KapThl, HA O(QUIHUATBHBIX caliTaXx U OAHKOBCKHX
nokymMeHTax. lHbie HoMepa He UMEIOT HUKAKOTO OTHOIIEHUS K OaHKY.

UroObl He cTaTh JKEPTBOM JUCTAHIMOHHOTO MOIIEHHUYECTBA CJIEIYET
MCIIOJIb30BaTh TOJILKO O(UIIMAIBHBIC KAHAJBI CBS3U:

e (opmbl 00paTHOM CBSI3U Ha caliTe 0aHKa U B MOOMJILHOM MPUJIOKECHUH;

o TesnedOHBI TOPSIYUX JINHU;

® TPYIIBI WX 4aT-00Thl B MECCEHIKEpax (€CIM TaKOBBIE UMEIOTCS).

BaxxHo mOMHUTBH, 4TO MOOWJIBHBIE TPUIIOKEHHS OAHKOB CIIEyeT CKaYyMBaTh
yepe3 odurmansabie Marasunsl (App Store, Google Play u t.1m.).

HeoOxonumo yuuThIBaTH, 4YTO JEpKaTellb KapThl 0053aH CaMOCTOSATEIIBHO
obecrnieunTh KOHPUACHIINATILHOCTD €€ PEeKBU3UTOB U B 3TOM CBSI3U U30€raTh:

® MOAKIIOUEHHS K 00mienocTynHbimM cetsim Wi-Fi;

e ucnonb3zoBanus [IMH- wium CVV-kogoB mpu 3aka3e TOBApOB U YCIYyT

yepe3 ceTh «MHTepHETY, a Takke 1o Tenedony (pakcy);
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® COOOIIEHUsT Ha3BaHHBIX KOJOB TPETHUM JIUIAaM (B MIPOTUBHOM CIIydae JIFOObIE
orepalu, COBEPUICHHBIE C UX UCIOJIb30BAHUEM, CUUTAIOTCS BBIMOJHEHHBIMU
caMUM JIeprKaTeieM KapThl U HE MOTYT OBITh OTIPOTECTOBAHBI).

[Ipu wucnonp3oBaHWM OAHKOMATOB OTJaBalTe MPEANOYTEHHUE TEM, KOTOPHIC
YCTaHOBJICHBI B 3alTUIIEHHBIX MECTax (HAIPUMEP, B TOCYUPEKICHUAX, opucax OAHKOB,
KPYIHBIX TOProBbIX IeHTpax). [lepea ero mcnosib30BaHUEM, OCMOTPUTE U YOETUTECH,
4TO:

e BCE ONepaluu, COBEpPIIAEMbIE TPEABIIYIIUM KINEHTOM, 3aBEPILICHBIL;

® Ha KJIaBUATypE U B MECTE JJI MpUeMa KapT HET JOTOJHUTEIIbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEHMCIIPABHOCTH U MHBIE MIOBPEKICHHUS.

CoBepiiast onepanuy, HE MPUCTYIIMBAWTECh K COBETaM HE3HAKOMBIX JIOJEH
Y HE IPUHUMANTE UX OMOILIb.

[Ipu wucnonb30BaHWU COTOBBIX  TenePoHOB (cMapT(OHOB)  colOmropaiiTe
CJIEAYIOIIUE TTPaBUIa;

® MpU YCTAaHOBKE MOOWIBHBIX MPUIIOKEHUNA oOOpallaiiTe BHUMaHUE Ha
MOJTHOMOUYHSI, KOTOPbIE€ OHHU 3alpaiinBaroT. ByJnbTe 0COOCHHO OCTOPOXKHHBI,
€CIM TPUJIOKEHHE MPOCUT IpaBa Ha YTCHUE aJ[PECHOM KHUTH, OTIPaBKY
CMC-coo61ieHunii 1 HHBIX YBEIOMIIEHHH, ToCcTyn K ceTn « HTepHeT;

® OTKJIIOYUTE B HACTPOMKAX BO3MOXKHOCTb HCIIOJIb30BaHUA TOJOCOBOTO
yIpaBJICHUS MPU 3a0JJOKUPOBAHHOM JKpaHE;

e He mnepexomure no ccbuikaM u3 CMC-yBenomileHUi, pa3IUYHBIX YaTOB
U MECCEH/DKEpOB, HE YOEAMBIINCh B HMX JOCTOBEPHOCTH (TI€pe3BaHMUBAMTE
JIOJSIM UX TIPHUCIIABILINM);

® HE TMEPCUUCIINTE JICHEXKHBIE CpPEJICTBAa 3HAKOMBIM, POJCTBEHHUKAMU
u OJMU3KUM JIMIlaM Ha MX TPOCKOBI O TEPEeBOJE JEHEKHBIX CPEJCTB
u3 CMC-yBenomicHHH, Pa3JIAYHBIX 4aToB 51 MECCEHKEPOB,
HEe yOeIMBIIMCh B HMX JIOCTOBEPHOCTH  (I€pe3BaHUBAWTE  JIIOJIAM
UX MPUCTIABIIUM);

[Ipy KCcnoJIb30BaHUM UHTEPHET-CEPBUCOB, B TO YHUCIE JUISl MOKYNKHA U MPOJAXKH

TOBApOB U OKa3aHus yciyr (AButo, FOna u T.11.) 3alOMHUTE psii MPOCTHIX NPABUII:

® ICMOJIb3yHTE CpeACTBA OOIICHUS, TPEAOCTABICHHBIE JTaHHBIMU CaiTaMU;

® HE MEPEeXOAUTh HA «HMHAUBUIyATbHOE» OOIIECHUE C MOCTOPOHHHUMHM JIUIIAMHU
C UCIOJIb30BaHUEM JIMYHBIX HOMEPOB TeNe()OHOB;

e HE I[epenaBaliTeé CBOU [E€PCOHAJbHBIE JaHHbIE, B TOM 4HCJIa aJpec
MPOKMBAHMS, KOHTAaKTHbIE TeNe(OHbI, OAHKOBCKHE PEKBU3UTHI M KOJIBI
MOATBEPKICHUS OAHKOBCKUX OTIEPAIHii;

® CMOJIb3yHUTE TOJBKO TOPAIOK U (OpPMBI OIUIAThI, MOJYYEHUS] TOBAPOB,
MPEeAyCMOTPEHHBIC TAHHBIMU UHTEPHET-CEPBUCAMM.

IIpu ommare ToBapa u yciuyr B cetu «MHTepHET» (OCOOEHHO MpHU MPUBSA3KE

K PEryJsIpHBIM IUIATeXKaM WM aKKayHTaM) TpeOyeTCsl BCErjla YYUThIBaTh BBICOKYIO
BEPOSATHOCTh MEPEX0Jla Ha TMOJACIbHBIM CaWT, CO3JAHHBIA [JI1 KOMIIPOMETALIUU
KJIMEHTCKUX JAHHBIX, BKJIIOYAs TUIATEKHBIC KAPTOUHbBIC JTAHHBIC.

JIns MHHUMM3AalMM  BO3MOJKHBIX XUIIEHHWM NPU NOPOBEICHUU OIepalui

C UCIOJIb30BaHuEM ceTu «ITHTepHeT» peKOMEHIYEeTCs:
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e 0hOpPMHTH BUPTYATBHYIO KapTy C YCTAHOBIIEHWEM pa3Mepa MHANBUIYATLHOTO
JUMUTA, OTPAaHUYUBAIONIETO OMNEpaIlii, B TOM YHCJIE C MCIOJb30BaHUEM
Ipyrux 0aHKOBCKUX KapT;

e BHuUMarelbHO 4YHMTaTh TeKCThl CMC-cooOmennii U WHBIX yBEIOMJICHUN
C KOJIaMH TIOJITBEPKACHUH, POBEPATh PEKBU3UTHI OllepaIuii. ECII peKBU3NUTHI
HE COBIAJAIOT, TO TAKOW MapOJIb BBOJUTH HEIB34.

Korma ©0Oank cudWTaer coBeplIacMble OT HMMEHH KJIMCHTA  OIEpaIuH
MI0/IO3PUTEIBLHBIMHU, OH MOYKET 10 CBOCH MHUITHATUBE BPEMEHHO 3a0JIOKHPOBATh JOCTYII
k cepucam CMC-6anka u oHaitH-kaOuHeTa. Eciin onepanyu CoOBepIIeHBI IepKaTeaeM
KapThl, JUIsi OBICTPOrO BO30OHOBJICHHS JOCTyNa K JCHEKHBIM CPEICTBAM JTOCTATOYHO
MO3BOHUTH B KOHTAKTHBIN IIEHTP OaHKa.

B cmywae yrepm wim cmMeHbl HOMepa TenedoHa, MPUBSI3aHHOTO K OaHKOBCKOM
KapTe, He00X0IUMO:

e CBs3aThCA ¢ OaHKOM I oTKiIroueHus yeayru CMC-yBenomieHus;

e 3a0JIOKHPOBATh CUM-KapTy, OOPaTUBIIUCH K COTOBOMY OIIEpaTOpYy.

[Ipy BO3HMKHOBEHHMH MAJICHINMX TIOJO3PEHUN HAcUeT IMpeAIPUHUMAECMBIX
MONBITOK ~ COBEPIICHUS] MOIICHHUYECKUX JICHCTBUM ClelyeT He3aMeIIUTEIIbHO
YBEJIOMJISATh 00 3TOM OaHK.

CoOmrofieHNe TPUBEICHHBIX MEp M PEKOMEHJAIMK TI03BOJMUT TMPEAOTBPATUTH
CJIydau TUCTAHIIMOHHOTO XHIICHUS JIEHEKHBIX CPEJICTB.

YupasieHue 110 HaJ30py 3a CIEACTBUEM,
JIO3HAHUEM U OIIEPATUBHO-PO3BICKHOU 1€ TEIBHOCTBIO
npokypatypsl Pecriyonuku bamkoprocran



